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1 INTRODUCTION
1.1 The Data Protection Act 1998 applies to both manual and computerised personal files and requires transparency in the use of information and the need for privacy and access by individuals. 

1.2
It is Council policy that the processing of all personal data, whether relating to staff, customers or contractors, should be in accordance with the requirements, as understood by the:

· Data Protection Act 1998, and subsequent amendments issued by Parliament.

· The current Data Protection registration of the Council with the Data Protection Commissioner.

· The requirements of the Council’s current Information Security Policy.

1.3
Failure to comply  could result in action being taken against the Council by the Information Commissioner, which could potentially result in legal action against its employees or financial penalties. To ensure that the Council complies with its requirements, it has developed this policy and has produced a Data Protection Manual available on the intranet for more detailed information.
2 DOCUMENT BACKGROUND

2.1
This document was developed by Steve Shaw in Human Resources in conjunction with Sam O’Brien (Information Security Officer, ICT) and Tim Rodgers (Corporate Information Governance Manager, Legal Services) in the Summer of 2006.  It has been reviewed by Tim Rodgers, Information Governance Manager in October 2008 and was approved by the Information Governance Group on October 15th 2008.
2.2
Organisationally it resides alongside the Information Security Policy.  It is referenced by the Information Governance Framework and specifically the pan-London Information Sharing Protocol which the Council’s Corporate Management Team has signed on a corporate basis.
3 THE EIGHT PRINCIPLES OF GOOD PRACTICE
3.1
The Council must comply with the Data Protection Principles that are set out in the Data Protection Act 1998 and amended in 2002. 

3.2
If you process personal information, you must comply with eight enforceable principles of good information handling practice. You should ensure that you follow these principles at all times. These say that data must be:

1) Processed fairly and lawfully

2) Obtained for one or more specified and lawful purposes, and not processed in anyway incompatible with these purposes

3) Adequate, relevant and not excessive

4) Accurate and kept up to date

5) Not be kept longer than is necessary

6) Processed in accordance with the rights of Data Subjects under the Act

7) Secure

8) Not transferred to a country/territory outside the European Economic Area unless that country has adequate protection for the rights of data subjects in regard to the processing of personal data

4 MANAGER’S RESPONSIBILITY

4.1
The Data Protection Manual sets out the organisational structure within the Council and the duties and responsibilities designed to meet the requirement of the Act. The role of providing Specialist advice, and oversight the principles of the Data Protection Act to ensure the Council’s compliance, has been designated to the Information Governance Manager supported by Corporate and Departmental Information Governance Officers, and the Information Security Officer.
4.2
Managers have basic responsibility for the manner in which personal data is used or processed within their department or areas of responsibility and must liaise with the Information Governance Manager in all aspects of data protection.  It is a manager’s responsibility to have a good working knowledge of the Data Protection Manual and the relevant Codes of Practice.  

4.3
Managers need to ensure, particularly in a hot-desking environment, that facilities such as lockable filing cabinets are made available for storage of personal information and files. 

5 STAFF RESPONSIBILITIES

5.1
You must check any information provided to the Council in connection with your own employment to ensure that it is accurate and up to date and inform the Council of any errors or changes that are received. The Council cannot be held responsible for any errors unless notified of them.  

5.2
If you have intranet access, you should use ResourceLink – the employee self-service online system to access and amend personal details such as bank details and change of address. Staff without intranet access will need to notify their Human Resources Team in writing. 

5.3
When data is processed about other people, you should follow the Data Protection Principles and familiarise yourself with the Data Protection Manual available on the intranet. 

6 DATA STORAGE AND PROTECTION
6.1
You are responsible for ensuring that personal data that is held by you is kept securely and personal information is not disclosed either orally or in writing, accidentally or otherwise to any unauthorised third party.

6.2
In a flexible working environment, it is more difficult to protect confidential material. Shared printing and fax facilities mean that sensitive documents may be viewed by anyone in the vicinity.  The risk comes not just from visitors to the office but from colleagues not authorised to see the data.  Some solutions are:

· Using empty meeting rooms or areas where data cannot be overlooked when working on sensitive material

· Lock away important documentation during breaks

· Have at least one printer in a secure area

6.3
Personal information should be:

· kept in a locked filing cabinet; or

· in a locked drawer; or

· if it is computerised or on a laptop, be password protected; or

kept only on disk which is itself kept securely.

You must ensure that you lock drawers and filing cabinets when not in use. 

6.4
Usage of ICT Systems
All usage of ICT-based information systems is to comply with the established Information Security Policy and the Intranet, Internet and Email Policy, which are available on the Intranet. This policy defines the requirements that are to be followed to ensure the appropriate confidentiality, integrity and availability of systems.

All users are provided with their own unique username and password. Passwords are not to be shared. Disciplinary action may be taken against staff members who fail to comply with this. You are advised not to write passwords down in obvious places, use familiar words, or leave system unattended while logged on. Where there is a requirement for delegated access to an account, established processes of delegation are to be utilised (e.g. a PA sending an email on their Manager’s behalf). You are advised to contact the Service Desk for assistance in delegating access.
7 RIGHT TO ACCESS  PERSONAL INFORMATION

7.1
Data Subjects have a right to request information held about them by making a Subject Access Request.  Full details of the procedures around handling such requests are detailed in the Data Protection Manual.
7.2
It is important to note that CCTV footage is covered under the Data protection Act. The Council has displayed the appropriate signage notifying data subjects of this, and is willing to provide access to video footage, where appropriate. 

7.3
The Council has a document retention policy to ensure compliance with statutory retention periods for some documents. The Council’s Retention Schedule, split by services, is available in the Information Governance Section of the Intranet and can be referred to for reference.  For example, agendas and minutes for directorate and service formal meetings will be destroyed after three years. 
8 SENSITIVE PERSONAL DATA

8.1
In some cases, the Council can only process personal data with the consent of the individual.  When data is sensitive, express consent may need to be obtained to share the information with other specified individuals. 

8.2
Within the Data Protection Act, sensitive data is defined into eight separate categories;

· Racial or ethnic origin

· Political opinions

· Religious or other beliefs

· Trade Union membership

· Physical or mental health conditions

· Sex life

· Offences or alleged offences

· Proceedings relating to an offence or alleged offence and any sentence    imposed.

8.3
The pan-London Information Sharing Protocol which the Council are to be corporate signatories of, gives the conditions by which personal, and sensitive personal data can be processed and shared.
9 RETENTION OF PERSONAL DATA
9.1
Personal Data and Sensitive Personal Data should only be held in accordance with the Council’s retention schedule, available on the Information Governance section of the Intranet.

9.2
Unwanted information and data will be disposed of by the appropriate authorised means which include shredding, confidential waste and the reformatting of discs.  On no account must confidential waste be disposed of in normal waste disposal.  Personal Data on computer drives should be deleted in the normal way and then cleared by emptying the recycle bin.  

9.3
Personal data is not to be held on portable devices unless on an encrypted memory stick issued by the Council for a specific purpose. 
9.4
Remember that Personal Data can also be held in emails and even those emails that have been deleted from the system that are recoverable through the backup regime.  
10 HOME WORKING

10.1
If working at home, you should refer to the Home working Policy for guidance on data protection.  While the Council does not wish to deter anyone who chooses to work at home, they also wish to ensure that both the staff member(s) involved and the Council are adequately covered. Therefore anyone who takes work off Council premises, which is of an identifiable nature, should discuss with their line manager for advice.

10.2
Those staff members who have computers at home or a laptop which have Council information of an identifiable nature stored on their hard drive should contact the Information Governance Manager to discuss registration and security measures.  

11 THE COMPUTER MISUSE ACT 1990
11.1
The computer Misuse Act 1990 was introduced in response to the threat from unauthorised person(s) ‘hacking’ or gaining access into computer systems. Such action breaches procedures about confidentiality of information and put the whole network at risk to computer viruses. The Act made it a criminal offence to behave in such a manner, and made provisions for convictions of those found guilty.

11.2
You should therefore be aware that if you attempt to gain access to systems  you are not authorised to, for example using devices to record other peoples keystrokes to steal passwords,  you will be subject to  disciplinary action and may face criminal proceedings. 

11.3 Unauthorised Access.  “A person is guilty of an offence if:

· they cause a computer to perform any function with intent to secure access to any program or data held in any computer;

· the access they intend to secure is unauthorised; and

· they know at the time when they cause the computer to perform the function that this is the case.”

12 GENERAL DATA SECURITY

12.1
Every system within the Council which is capable of processing personal data should be effectively managed to: 

· ensure the system is used in accordance with the requirements of the Data Protection Act 1998

· restrict access to the system to only authorised users, who require it for Council work or other authorised uses.

· impose adequate security measures, to ensure the system cannot be accessed or altered by unauthorised person(s).

· ensure that to the best of their knowledge personal data held  the system is accurate as possible, relevant and not kept longer than is necessary.

· ensure that information is available to be taken off the system at all times, for the purposes of Subject Access Requests.

· Users receive adequate training and advise regarding system security.

· Confidentiality of any print outs etc taken off the system, and of their safe disposal by Council approved authorised manners.

12.2 External Contracts

The Council will ensure that all contracts the Council has with agents or sub-contractors include clauses regarding confidentiality, and reference to the Data Protection Act 1998.

12.2.1 Data Handling Requirements

Suppliers working with personal data which is the responsibility of the Council need to comply with the following data handling requirements.

· An information risk policy must exist, setting out how measures are implemented and how compliance and effectiveness of the policy is monitored

· A risk assessment of the confidentiality, integrity and availability of information must be carried out at least quarterly

· Information which is designated to be protected, i.e. has a PROTECT designator in particular, PROTECT – PERSONAL DATA or higher and which is held on paper must be locked away when not in use, or the premises on which it is held must be secured.

· In all cases, remote computers should be password protected, configured so that functionality is minimised to its intended business use only, and have up-to-date software patches and anti-virus software.

· All material that has been used for protected data should be subject to controlled disposal
· No unencrypted laptops or drives or removable electronic media containing personal data should be taken outside secured office premises

· No transferring of any protected personal data from the London Borough of Tower Hamlets or approved systems to third party owned laptops, PCs, USB keys, external drives and any other removable electronic media is permitted.

Additionally:

· Data should be washed off “any media” that may be needed to be sent out, where sensitive data must be cleaned and de-sensitised, according to the data cleansing standard and policy and concur with the encryption policy for confidential and sensitive data.  

12.3
Confidentiality Forms

Those members of staff who are employed temporarily from an external agency, or who work within the Council from other companies, must sign and return a confidentiality form, which outlines their responsibilities. 

13 BREACHES OF THIS POLICY

13.1
Any member of staff, who considers that the policy has not been followed in respect of personal data about themselves or others, should raise the matter with their line manager or Human Resources. If the matter is not resolved it should be raised as a formal grievance.

13.2
It is the legal responsibility of all members of the Council to ensure that they fulfil their role at the Council within the terms of the 1998 Act. This policy lays out the Council’s obligations under the Act and the Council’s obligations to customers and other members of staff. 

13.3
Any deliberate breach of the Data Protection Policy may lead to disciplinary action being taken or even to a criminal prosecution. 

13.4
Information Security breaches, including breaches of the Data Protection Policy are investigated by the Information Security Officer and raised to the Corporate Information Governance Group.

14 FURTHER INFORMATION

14.1
For further information and advice on the application of this policy, contact your Human Resources team, the Corporate Information Governance Team  or ICT Corporate Services.
	          Human Resources Strategy
	                            August 2006


APPENDIX A : CONDITIONS FOR EMPLOYEE DATA
The Council is registered under the Data Protection Act (DPA) and needs to keep certain information about its employees for reference purposes and health and safety, for example. It is also necessary to process information so that staff can be recruited and paid

1         THE FOUR CODES OF PRACTICE
1.1
The Information Commissioner is an independent official appointed by the Crown to oversee the Data Protection Act 1998 and the Freedom of Information Act 2000. It has published guidance to employers on how the Data Protection Act should be applied at work which are referred to as the Employment Practices Data Protection Code. Four codes of practice have been published: 

· Recruitment and Selection

· Employment Records

· Monitoring at Work

· Medical Information

1.2
These codes can be obtained from the Information Commissioner’s website (http://www.informationcommissioner.gov.uk) and serve as a reference benchmark for Managers and Staff. They are the Information Commissioners recommendations as to how the legal requirements of the Act can be met. 

2.
ACCESS TO INFORMATION ABOUT YOU HELD BY THE COUNCIL
2.1
The Council operates an “Open file” policy and you have the right to access  personal data that is being kept about  you  whether held in paper, microfiche or computerised format. This includes references for employment purposes except where a former employer may have withheld their consent to the reference being disclosed (see Reference Procedure).  If you who wish to exercise this right, you should put a request in writing to your line manager in the first instance.   If the manager does not own the data, the request will then be forwarded to Human Resources. 

2.2
The Council will make information available free of charge. However for individual cases, this may be reviewed based on the demand for access requests and in the event of an excessive request for information for which the Council will incur significant costs.  

2.3
The Council aims to provide access to personal information as quickly as possible but will make sure that it is provided within 21 working days unless there is good reason for delay. In such cases, the reason for the delay will be explained in writing to the person making the request. The legal time limit is 40 days.

2.4
Should you wish to see your personal file you should make a request in writing to Human Resources and provide notice in advance.  A meeting can then be arranged, with a member of Human Resources in attendance, so that you can access your file.  You can photocopy some of the documents if you wish.  There are some items on the personal file to which you will not have access.  This includes data held for the purposes of management planning, data about negotiations and documents protected by legal professional privileges including any legal advice. 

3.
SENSITIVE PERSONAL DATA HELD BY THE COUNCIL
3.1
It is a requirement of the Act that express consent must be obtained from  you for the processing of sensitive data.  Sensitive personal data is normally collected during the recruitment process where it is necessary to process information about your health, criminal convictions, race, ethnicity, and gender. This is to ensure the Council is a safe place for everyone, or to operate other Council policies. In some cases offers of employment may be withdrawn if an individual refuses to give consent without good reason.

3.2
All employees of the Council who will come into contact with young people and vulnerable adults will be subject to Criminal Record Bureau check. The Council has a duty under the Children Act and other enactment’s to ensure +that staff are suitable for the job. The Council also has a duty of care to all staff and students and must ensure that employees and those who use the Council facilities do not pose a threat or danger to other users.

3.3
Staff Health Issues

In addition to the general principles of confidentiality, there is limited access to information. Medical tests and will be reviewed by Occupational Health and Managers are only likely to need information about employees fitness for work or to allow them to protect the health of other workers. 

The Workers Health Code (Part 4 of the Employment Practices Data Protection Code) recommends that the Council distinguishes between absence records (which record the absence, but not the illness) and sickness records.  The focus will be on a person’s fitness for work rather than medical details, which should only be disclosed to a limited range of people.

4.
RETENTION PERIODS

4.1
All information will be kept for 6 years after a member of staff leaves the Council. Some information however will be kept for varying members of times, identified in the Retention Schedule. This will include information necessary in respect of pensions, taxation, and information required for job references. Information in respect of potential or current disputes or litigation regarding the employment will be kept for ten years. 

APPENDIX B : DEFINITION OF PROTECTED PERSONAL DATA
In light of guidance on Data Handling Procedures in Government issued by the Home Office, it is useful to further clarify the typical definition of personal data with details of what constitutes protected personal data.
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