London Borough of Tower Hamlets

Information Management and Governance Policy

Introduction

The London Borough of Tower Hamlets (LBTH) is committed to the effective management of its information and records as a key strategic resource. This policy document sets out its aims and responsibilities for information management, in line with the Lord Chancellor’s Code of Practice
 and current legislation.  The policy also conforms to the recommendations of the Code of practice for legal admissibility and evidential weight of information stored electronically. It is directly linked to the Council’s Key Priority 10: More Effective Council Services.

Aim and Scope

The aim of the document is to define the policy framework within which all the Council’s directorates will work to ensure that its records are managed in a professional manner and that records management practices are compliant with current legislation and records management standards. 

Information Covered
The policy is intended to cover all types of records. A record is defined as:

“recorded information in any format (including paper, electronic and audiovisual media) which is created or received by Council employees, or those acting as the Council’s agents, in the course of conducting Council business”.

Objectives of the Policy

The objectives of the information management and governance policy are to enable the Council to manage records that:

· Accurately, reliably and authoritatively represent the Council’s decisions and activities;

· Are amenable to audit over the life of the record;

· Have clear ownership;

· Are classified in a way that ensures accurate and timely retrieval;

· Are compliant with legislation;

· Are effectively managed, stored securely and have appropriate levels of access;

· Meet the needs of Council, the public, partners and other stakeholders, and relevant external agencies.

The benefits of adopting a information management policy are perceived to include:

· Timelier response to FoI enquiries, with better use of staff time;

· Sound records management practices will facilitate the development of an electronic records management system;

· Improving the control of information through consistent filing and naming practices;

· Better use of storage space;

· ‘Vital’ records, required for business continuity in the case of a disaster, can be identified and protected.

Security classification

There is currently no classification of documents at a corporate level though a schematic is in development and should be completed by December 2008.
Roles and Responsibilities

All Council Members and Officers have an individual responsibility to ensure that any records they create or maintain for the purposes of Council business comply with the information governance policy.

Lead responsibility rests at present with the Assistant Chief Executive (Legal Services), who has the role of Information Champion.  She is supported by the Information Governance Team headed by the Corporate Information Governance Manager.
The corporate Information Governance Group, chaired by the Assistant Chief Executive, exists to oversee the collated series of senior management approaches, systems, processes and accountabilities to seek to minimise organisational risks and maximise the business opportunities derived from effective capture, storage, sharing and use of information.  Membership will comprise representatives from each Directorate as well as from corporate functions related to information governance such as IT and legal. 

The Information Governance Group is collectively responsible for the monitoring of standards and quality of record creation, maintenance, retention and disposal.

Record Creation and Maintenance

Procedural guidance on record creation, maintenance and use is in place. This will ensure that each operational unit has in place a system that can adequately document the business activities of that unit. The records arising from these activities will need to be complete and accurate enough to:

· Facilitate an audit of the business process;

· Protect the legal and other rights of the authority and clients;

· Be authoritative and credible when used as evidence.

Record keeping systems for paper and electronic records will contain an agreed set of metadata (which describe and control different elements in the record) to enable the system and records within it to be operated efficiently. 

Paper records are managed in accordance with the Records Management Procedures.  These procedures are being rolled out throughout the organisation incrementally.  

Electronic records are managed through a combination of Novell and Active Directory file storage, proprietary databases and electronic document management, document image processing and workflow systems.

All electronic information storage within the London Borough of Tower Hamlets is stored in compliance with BIP0008:2004, together with any referenced national and/or international standards.

An Information Lifecycle Management Policy is in development and will be completed by August 2008.

Retention and Disposal

The Retention Policy Schedule provides details of:

· The functions and activities undertaken across the Council;

· The types of record that are outputs from these activities and processes;

· How long these records need to be kept, and any special archiving arrangements (e.g. historical records likely to be of permanent value);

· The officer responsible for each class of record;

· Notes on limitations of access or other special requirements.

The retention periods given in the Retention Schedule have been agreed within the London Borough of Tower Hamlets to cover legal and operational requirements consistent with the status of a local authority.

The retention schedule can be found at http://towernet/Intranet/staff_services/customer_services__complaints/information_governance/records_management.aspx
Records management arrangements within directorates should ensure that:

· The records created and maintained by the directorate are reviewed at regular intervals and disposed of or offered to the borough archivist in accordance with the Schedule;

· That an auditable record is retained of material disposed of or archived.

Records should be closed as soon as they have ceased to be of active use other than for reference purposes. 

All original documents are securely and confidentially destroyed, in accordance with documented procedures, after internal quality control procedures have been successfully completed, with the following exceptions:

1. Original documents in the following categories are kept for the relevant retention period:

· poor quality documents for which a satisfactory image has not been obtained, or required significant enhancement

· documents with physical amendments that have not been captured

· documents where fraud is suspected

2. Original documents not owned by the London Borough of Tower Hamlets are returned to their originator

3. Original documents which are retained for legal reasons (e.g. contracts).
If at all possible, information on the disposal of electronic records should be included in the metadata when the record is created.

It may happen that a record due for disposal is known to be the subject of a request under FoI. In this case, disposal should be delayed until the disclosure has taken place, or, if the authority has decided not to disclose the information, until the complaint and appeal process is complete.

The procedure for the destruction of paper and electronic documents is detailed.  All original documents covered by this policy document are destroyed using these procedures.
No paper original documents are destroyed until the electronic version has been quality checked.

Electronic documents are only routinely destroyed during media migration procedures

A certificate of destruction is produced to record the reason for the destruction of the original document , to meet statutory and regulatory requirements

Paper or electronic documents are not destroyed where litigation is pending or in progress

Where data protection legislation is applicable, auditable procedures for access and destruction of personal information subject to the requirements of the legislation will be documented.
Immediate priorities

The Information Governance Group is responsible for ongoing activities:
· Definition of Information Management Standards and Strategy
· Review of the retention schedule

· Review of the Freedom of Information publication scheme

· Review of Information Governance Action Plan 
· Review of policies, including Information Management and Governance Policy

Review of Policy

This policy and related policies such as the Retention Schedule will be reviewed annually by the Information Governance Group.  Where changed are required they will be agreed by IGG and disseminated accordingly.  
The maintenance of compliance with BIP 0008 is the responsibility of the Information Governance Manager.

Record of Review

	Date of Review
	Who Reviewed

	28th April 2006
	Tim Rodgers – Information Governance Manager

	25th May 2006
	Tim Rodgers – Information Governance Manager

	5th July 2006
	Tim Rodgers – Information Governance Manager

	8th October 2007
	Tim Rodgers – Information Governance Manager

	30th May 2008
	Tim Rodgers – Information Governance Manager


This policy was reviewed and signed off by Information Governance Group on 11 June 2008.

Duty of Care

London Borough of Tower Hamlets have a duty to keep secure and accurate original documentation, or authentic copies of them.  This is achieved by:

· Implementing this policy document

· Implementing an information security policy

· Ensuring that only trained staff have access to the system

· Ensuring that acceptable quality control procedures are implemented 
Legislation and Standards

The key legislation and standards underpinning the Policy are:

· Public Records Act 1958 and 1967

· Local Government (Records) Act 1962

· Local Government Act 1972

· Local Government (Access to Information) Act 1985

· Data Protection Act 1998

· Human Rights Act 1998

· Freedom of Information Act 2000

· Electronic Communications Act 2000

· BS 7799: Code of practice for information security management

· BS ISO 15489: Information and Documentation – records management

� Lord Chancellor’s Code of Practice on the Management of Records issued under section 46 of the Freedom of Information Act 2000. November 2002
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