Egress Switch for Third Parties

The London Borough of Tower Hamlets is introducing a new more secure way of
communicating with third parties. Third parties are:

* Individuals receiving a service from the council, assisting the council in delivering a
service or delivering services on behalf of the Council e.g. independent reviewing
officers, foster carers

« Companies receiving a service from the council or assisting the council in delivering a
service e.g. care homes, charities.

Egress Switch is provided by a company called Egress and is a secure email solution which
allows the local authority to send emails and file attachments securely and encrypted to third
party recipients. Egress Switch enables third parties to communicate safely with the council.

Third parties either use the product as web based email or download a small software file
(Egress Switch “client”) which will enable them to use extra features in the product.

Third parties will be able to email local authority staff and to respond to emails received using
either option. However third parties will not be able to use Egress Switch to send secure
emails to another third party unless they purchase a full license.

Staff from the council will send emails as usual from Microsoft Outlook and the recipients will
receive this in their normal email solution e.g. hotmail, gmail.

To open a secure/encrypted email you must be a registered user of “Egress Switch”.

When you first receive an email which is secure/encrypted you will be prompted to enrol as a
user which is a one off process (see below).

You will receive an email that looks like this:
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From: #Arysha Mukhtar Sent:  Mon 06/02/2012 12:31

LIH Jane L Jones

Ce:
Subject:  Egress Recipient Test

Attachments: Email-ar-120206-123123 . switch (879 KB)
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TOWER HAMLETS

This email has been sent to you securely using Egress Switch

Click here to access this secure email.

Y l This free service is provi ondon Borough of
T Tower Hamlets and enables you 1o icat
securely.

Having problems accessing this email? Click Here
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Click on “Download Switch Reader”
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If you do not want to download the software you can use the “Secure

Web Reader”. The registration steps are the same.

Appli

tion Run - Security Warning

Do you want to run this application?

Marme: Switch Reader
From: download.egress.com

Publisher:  Eqress Software Technologies Ltd

Run | Don't Run I

‘While applications from the Internet can be useful, they can potentially harm your
computer, IF wou do not trust the source, do not run this software, More Information...

Click on Run and follow the installation instructions.
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Egress Switch Reader 2.2

Welcome to Egress Switch 0

To open secure packages vou need to have a Switch 1D,

() Create a new Switch 1D (Free)

(1 have used Switch before and have a Swikch ID

< Back [ Mexk = l[ Cancel ]

Make sure the radio button is clicked on the option “Create a new Switch ID
(free)”, then click on next. This will enable you to enrol as a Switch user.

Registration steps

Create Egress Switch account

X

Account details Q

Please enter your details below to create & new Egress Switch user account.

First name: | -
Last name: | | ]
Email address { SwitchID ) | \ | -
Password: | |

Confirm password: | |

Minimum & characters, with at least 1 UPPER case or number

[11 have read and agree with the  Privacy Statement

’ < Back ” Mexk = l’ Cancel ]

The email address is the one normally used e.g. foster.carer@hotmail.com.

Enter all the required details, and click on “Next”.
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Create Egress Switch account

Security questions Q

To enable password recovery For this account please select and answer the security questions

belo:

Queskion #1: In what city do you work?

Answer #1: | | L
Queskion #2: |On what street did you grow up? A |
Answer #2! | | "

l < Back ” Mext = l[ Cancel ]

Choose your 2 security questions, with their answers then click on “Next”.
You have a choice of which security questions you want to use....

Create Egress Switch account E|

Mailing lists and security code 0

‘e wank to stay in touch, but only in ways that you find helpful,

Email me about product updates and services from Egress

Ta complete the Egress Switch sign up process please enter the security code shown belaw,
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Code: L

The code contains & characters and may contain digics and letkers A-F

[ < Back J[_ Mk = ] [ Cancel J

Enter the security code that you see and click on “Next”.
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Create Egress Switch account

Activation required 0

Thank you For signing up with Egress Switch,

& new account with Switch ID patelranisha@hotmail.com has been created but is not
active vet, & message with an activation code was sent ko vour email address,

To activate your Switch account please click on the link contained in the email, or copy the
activation code inta the box below,

Ackivation code: L

11 have already activated the account by clicking a link in the ackivation smail

0 If wou do not receive the email within 3-5 minutes, please check your SPAaM Folder,

Cancel

You will be sent an email with your activation code.

Once you have done this you can go back to your email and double click on
the attachment or click on web access. You will be prompted to signed in and
be then able to read the email.

S8 & [*][x] &

wwwwwww

£ switch’

secure data exchange

Please enter your Switch 1D (user@domain com) and
password ta sign in now.
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PLEASE NOTE: - Third parties will be able to use this service for free when
replying back to employees at “London Borough of Tower Hamlets”. If third
parties want to contact other people using secure email, they will have to buy
their own licence. However, initially they will be given 5 free credits to use to
email other third parties.



Accessing Egress Switch to send an email

To compose an email you will need to log onto the web access:

http://reader.egress.com or https://switch.egress.com/ and sign in at the top
right hand corner of the page.

Your home page will look like this:

/= Egress Switch | Welcome, Egress 121 - Windows Internet Explorer provided by London Borough of Tower Hamlets:

m - :l] https: fswitch, egress, comfuifadmin/def ault. asp:
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Administration Pane|

Welcome, Egress 12!
My Account .‘:’- My Account Need Help?
Switch 1D: egresssession1@gmail.com A

User display name:  Egress 12

| Change Settings Change Password |

Access Seftings

Create Message

My Packages &7 Payment Settings

Payment Settings Current payment plan:  Switch Trial

Account balance: 5.00 credits

Buy Switch |

To send an email, click on Create Package and an email window will appear
as below:



/= Egress Switch | Compose Secure Message - Windows Internet Explorer provided by London Borough of Tower Hamlets
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Web Access

From: egresssession1@omail.com
To aysha mukhtar@towerhamlets. gov.uk
Ce: |

M sendmea copy of this email
Subject: |
Attachments: BE| P Training slide_draft 20111207.ppt (122 kg, - [2move
Browse.. |
B | 7|U| I - % Font|default x| size [detautt x| iz iz

B s &
Hello Aysha

This is a test email

You simply type your email as usual, upload any attachments you want to add

and click Send Secure. Egress Switch will then ensure this is delivered
secure/encrypted to the recipient.

/= Egress Switch | Compose Secure Message - Windows Internet Explorer provided by London Barough of Tower Hamlets
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Egress Switch
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What would you like to do now?

| Compose Another Message | Close

Egress Home | Admimistration Panel | Web 4

7
@0
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Controlling your email

If you want to you can choose the time period during which you email can be
accessed. Click on My Packages :

/= Egress Switch | My Packages - Windows Internet Explorer provided by London Borough of Tower Hamlets

at:f:a\ - IEhttps:J‘,iswitch‘egress.com;‘ui;’admin;‘browsa.aspx j 5 IEHE‘ ILNE Search

File Edt View Favorites Tools Help
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0 switch Administration Pang| ;ﬂenress ion1@amail com
Account Summary My Packages
My Account Manage sort filter and track the information you share in realtime. You can also change security and

access settings for the packages you share. even after it has left your physical control

| All packages “ With pending requests | Today | This week | Last week | This month | Last month | Last 30 days || Expired |

Revoked |
# Package Label Subject and Recipient List Reaqistered at Accessed at
Create Message W) e 1100007180511 - Dlank = :
1 —dmi_ﬂ] ayshe mukhisr@iowerhamisis gov.uk 07 Ren 2014 36:28 1
== blank -

AR R
}-1113561
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My Packages 5 ﬁE‘ ;

Payment Settings

07 Feb 2012 11:14 07 Feb 2012 1215

. Re: Egress Demo 1

s : .
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K < cul @ M & Search:l Go tu:l Show ruwa:l 15 j e
Egress Home | Administration Panel | Web Access | Download | Privacy Policy | Legal

© 2009-2011. All rights reserved. Egress Software Technologies Ltd

Click on the package (email) you want to set restrictions for:

I /2 Egress Switch | Package E1-120207-111351 - Windows Internet Explorer provided by London Borough
i} g g - P o
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| Package E1-120207-111351 |
Details | Package contents | Delivery Reports | Audit Events |
Package author: |"Egress 12" { egresssession1@gmail.com ) |
Package label: |E1-12020T—111351 |
Registered at: |UT Feb 2012 11:14 |
Contents: 998.00 bytes in 1 files
Subject: | |
Tags: | |
i Status | Revaked =l !
Valid from: [02i02i2012 | | | iz
Vialid until | | | clear
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Click on Save Changes . This email is now not accessible to Ruth’s hotmail
account (the recipient in the “To:” field) between 13-14" April 2011.

If you want to you can also revoke (recall) an email once sent. This prevents
the recipient from accessing the email and even if they had already opened it,
they would now no longer be able to open it:
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Hints and Tips in using Egress Switch

a) If you set up Egress Switch account before receiving an email from a
Local Authority user you will not be able to create a message/package
until you have received and opened your first email from a LA user.
Once you've done this the Create Message option should now be
usable.

b) Egress Switch allows you to forward an email received via Egress
Switch but note unless the author of the original email has allowed the
email to be forwarded to anyone the person receiving it will only be
able to request access from the originator, they will not be able to
open the content of the email or attachments.

c) You can change your password at any point by clicking on Change
Password (under My Account on the left hand side of the home

page)

d) If you forget your password you can click on “forgotten password” when
signing in and you will be prompted through a password resetting
process which only takes a couple of minutes.

e) You can only view your secure emails by either clicking on
“Mobile/Web access” or by double clicking on the attachment in your
email (hotmail, gmail etc). You will not be able to see received emails
by going to the website (www.egress.com, http://reader.egress.com or
https://switch.egress.com/) directly and logging on

f) You may notice you will receive Egress Switch emails in your normal
email (e.g. hotmail, gmail) account. You can open emails here if you
click on the “attachment” which is how the Egress Switch email
appears. You will need to login. You will also notice that when you
open the attachment/ Egress Switch email you have a reply button
within this which you should use to send a secure response. Always
use this, never response to a Switch email from you r normal
email account “reply” button, it will be sent insec urely!

g) Generally it is best if you send and receive all emails by logging into
the Egress Switch reader at via the link in your email.

Getting Support

Egress Switch is easy to use but if you get into difficulties or have queries you
can contact Egress. There are various ways of doing this. If you are logged
into Egress Switch you can click on Contact Support on the right hand side of
your home page, this takes you to http://support.egress.com

From here you can access various support documentation. If you click on
“New to Switch ” on the blue menu line then more options appear such as
“Online tutorials”:
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| Egress Switch - Internet Explorer provided by Corporate IET. = E ﬁt
Fle Edt View Favortes Tools Help |

@Ba(k 0 D B /b ps«;awh *Fa«zmt&s‘ @| - 'l_\f v - D ﬁ
Address | E hittpefunn, egress. comfonline-tutorials
o’ %ressa ?ﬂﬁg’et‘;ﬁhm :_li Sign In to my Switch Account
. ocused on data security

Online Tutorials Do

Online Tutorials

How to use Egress Switch

-- How to send encrypted email using Outlook b

Simple security is proven to be successful security, Drag and drop the files you want to share into an
Free Trial emall, settime and date restrictions to remain in complete control, and click send, It's really that easy!
Download .mov version

Sharing large files sounds easy - but in reality it causes nothing but frustration. See for yourself haw
Egress Switch provides a fast and easy way to transfer large files - while ensuring that your informatior is

Howy it
secure at all times. Download .mov version

WOk

G Webcast - How 1o share large files securely

- How to view audit events centrally

EE Ehitact M Centralised auditing of outhound infarmation remains & key consideration for small and |arge businesses.
Track user activity in real-time, monitor policy acceptance notes for compliance purposes, and wiew audit
events including who, when, and where protected information is being accessed. Download mov version

How to track encrypted information in real-time

LIVE CHAT [
‘ with support Watch a short video that demaonstrates how to track encrypted information in real-time. Using the Package :I
Eiome S— . T —

ﬂt‘jtaﬂl =2 Windows Explorer I LInhnx‘~Mlmft a.. | | RE: Favour - Messa... ||§4 Internet Explo... ~ E camdensird Party Se... |“ lLJ:' BQ@B %8””]!‘ 20:10

You can access various videos here which tell you/show you how to do
various functions in Egress Switch.

But if you can’t find the answer there you can also log a helpdesk ticket:
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a Egress = Support Ticket System - Internet Explorer provided by Corporate IET. _|= 1'

File Edit View Favorites Tools Heln | o
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Address I%http:fp’suppurt‘Egress.cum,l’ d Go | Lirks ‘ ﬁ -
-

= LIVE CHAT o
with support
; OFFLINE

|
Welcome to the support center

In arder to streamline support requests and better serve you, we utilize a suppart ticket system. Every suppart request
I3 assigned a unigue ticket number which you can use to track the progress and responses online. Foryour reference
we provide complete archives and history of all your support recuests. A valid Switch 1D s required.

{0 Open A New Ticket 0 Check Ticket Status
Please provide us with as much detail as possible so We provide archives and histary of all your suppaort
we can best assistyou To update a previoushy requests complete with responses

submitted ticket, please use the form to the right.

Email: |

Open New Ticket | Ticket#: |

Check Status

Home Prod
20082010, All ights reserved. Egress Sofware Technologies Lid tHEa
=l
& ’_,_’_,_’_ & Internet

ﬂstartl 112 Windows Explorer 'I ug.Inmb-Microwft.O.‘. | | RE: Favour - Messa... ”m @j:amden&d Party Se.., |<c ;w_\; &Q@%!”m!ﬁ 20:09
Egress have committed to responding to users within 24 hours whenever
possible.

More questions?

Please contact Tim Rodgers at Tower Hamlets 0207 364 4354, email-
tim.rodgers@towerhamlets.gov.uk or Aysha Mukhtar 0207 364 4927, email-
aysha.mukhtar@towerhamlets.gov.uk
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