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Introduction

The THSCP has compiled this document to provide a brief
overview of some of the key risks children face in the online
world, and to signpost parents, carers and professionals to
resources. We have also provided some tips for practical
action you can take if you know or suspect a child to be at risk
of online harm.

This guidance is not intended to be exhaustive, and there is a
great deal more to know about the topic through the links
provided throughout the guidance and in the resources
section at the end of the document.

The dangers posed by the online world can seem
overwhelming, but when parents, carers and professionals are
aware of the issues and work together, there can be
significant progress in safeguarding children.
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If you think a child is in immediate danger, contact the police on 999"

nership

If you're worried about a child, but they aren’t in immediate danger you
should:

« Contact local child protection services. In Tower Hamlets you should
contact Tower Hamlets MAST:

* Phone: 020 7364 5006, Option 2 or 3
« Extension: 5606 / 5601 / 5358 / 7796 / 3342 | 7828 / 6469 / 3181
Emergen?y « Email: MAST@towerhamlets.gov.uk
safeguarding . If you are a professional, please complete the MAST request for
contacts support form.

» Follow your organisation’s child protection procedures. Organisations that work
with children and families must have safeguarding policies and procedures in
place.

» Contact the NSPCC Helpline on 0808 800 5000 or by emailing
help@nspcc.org.uk. The NSPCC provide child protection specialists who will talk
through your concerns and give expert advice.

 |f your concern is about online sexual abuse, you can make a report to Child
Exploitation and Online Protection (CEOP).



mailto:MAST@towerhamlets.gov.uk
https://www.towerhamlets.gov.uk/Documents/Children-and-families-services/Early-Years/MAST-Request-for-support-form.docx
https://www.towerhamlets.gov.uk/Documents/Children-and-families-services/Early-Years/MAST-Request-for-support-form.docx
https://www.ceop.police.uk/safety-centre/
https://www.ceop.police.uk/safety-centre/

Safeguarding
Children

The THSCP Young Scrutineers are three young people, aged between 16 — 18, who are employed to

scrutinise the activities of the THSCP and provide a young person’s perspective on safeguarding
strategy.

We asked the Young Scrutineers why they think online safety is important. They had the following
message:

‘Online safety is one of the most important aspects of safequarding as the internet can be the starting
point of child abuse. Young people aren’t exposed explicit content or harmful material, there are
various social media platforms where users can post videos or pictures of themselves and sometimes
can create content which is not suitable for younger users. There are various social media platforms
where users can create content that is not suitable for younger users. Online safety ensures that
young people are protected from harmful material and know how to tackle potential threats. This is
now important more than ever as the internet continues to rapidly evolve; it is imperative that
professionals and parents have an increased awareness of the potential dangers, particularly with
tools like Al. This can be used negatively, such as creating false images to spread false news
therefore it is important to be aware of such risks.’

Jabin Jannat Rahim, Zahid Sufian and Maisha Ahmed, Young Scrutineers, Dec. 2024



Glossary
of terms
and apps

to be
aware of

Safeguarding
Children

The internet is constantly evolving and so are the terms and concepts used to speak
about it.

Here is a glossary of words to familiarise yourself with:
Glossary for internet safety and terms | Internet Matters

There are also new apps, social media and gaming platforms which are continuously
developed. It can be challenging to keep on top of what your child is using, and what
the functions and risks of each are.

You can find out more about them here:
Apps and Platforms | Internet Matters

Some you may have heard of before, but there will be many that are unfamiliar.



https://www.internetmatters.org/resources/glossary/
https://www.internetmatters.org/hub/?tab=apps-platforms

Safeguarding
Children

In the UK, the primary legislation designed to protect children online is the Online Safety Act 2023. This Act
introduces a comprehensive framework to ensure the safety of children and adults on the internet by imposing
new duties on social media companies and search services. These platforms are now legally responsible for

safeguarding their users, particularly children, from harmful content and activities.

Key provisions of the Online Safety Act include:

Protection against harmful
content
Platforms must take proactive
measures to prevent children
from encountering harmful
content, such as material
promoting self-harm or suicide.
This includes using effective,
privacy-preserving age
assurance technologies to
restrict access to this content.

Read more about the Act here, and more about how the Act will be enforced here.



https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer?utm_source=chatgpt.com
https://www.ofcom.org.uk/online-safety/illegal-and-harmful-content/guide-for-services/?utm_source=chatgpt.com

Key risks -

Cyberbullying

Children

Cyberbullying refers to the use of digital technologies, such as social  saecuarding ‘

media, messaging apps, gaming platforms, or other online channels,
to harass, intimidate or humiliate someone. The perpetrator may or
may not be known to the victim in real life, and unlike traditional
bullying, cyberbullying can happen anytime and anywhere, due to the
pervasive nature of the internet. It can leave the victim feeling trapped
and helpless.

Examples of cyberbullying can include:




Indicators of

Cyberbullying

Cyberbullying often happens in private, which means it can be challenging to identify. Indicators,...,... ..
that a child is experiencing cyberbullying can include: Children

The impact of cyberbullying can be significant, with long-lasting effects on a child’s mental health, self-
esteem and physical well-being. Repeated bullying may also lead to a diminished self-worth and

confidence, and extreme cases, has been lined to self-harm and suicidal thoughts, especially if the
bullying is persistent and severe.

Be aware that while the perpetrator may be someone your child knows in real life, it could also be
someone they have met online, and may be of any age, gender or be based anywhere in thegworld.



Practical
actions -

Cyberbullying

Recognise the signs

Refer to slide 9 for more
information

Educate yourself and your
child

Learn about cyberbullying,
discuss digital etiquette and
foster open communication

Respond to incidents

Stay calm, document
evidence, block and report and
advise your child against
retaliating

Seek support for the child

If your child is distressed,
contact one of the specialist

organisations listed on slide 36

or arrange professional
counselling support through
your local GP or privately.

Monitor and guide online
activity

Set boundaries, use parental
controls and stay involved with
your child’s internet use

Engage with schools and
authorities

Inform the child’s school,
request information about
bullying policies, and escalate
through the contacts on slide 4
if necessary.

Build resilience and coping
skills

Promote self-esteem, teach
stress management tools and
model positive conflict
resolution behaviours and
peer support.

Follow up

Keep checking in with the child
to ensure the situation has
improved and they feel safe

and supported.

10
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For more information, we recommend you access the following resources:

Cyberbullying | Bullying online advice (Parents and Carers)

Protecting children from bullying and cyberbullying | NSPCC Learning (Professionals)

Cyberbullying
— further
resources

Cyberbullying: What is it and how to stop it | UNICEF (Parents, Carers and
Professionals)

What Is Cyberbullying | StopBullying.gov (Parents, Carers and Professionals)



https://www.nationalbullyinghelpline.co.uk/cyberbullying.html
https://learning.nspcc.org.uk/child-abuse-and-neglect/bullying-cyberbullying
https://www.unicef.org/end-violence/how-to-stop-cyberbullying
https://www.stopbullying.gov/cyberbullying/what-is-it
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://takeitdown.ncmec.org/

Children can inadvertently or intentionally come across harmful content safeguarding
online. This content can include violent images, explicit sexual material or Children w”) f
other inappropriate and distressing content. This can have significant long-

term consequences for children’s mental health and cognitive development,

leading to emotional and psychological distress, and in some extreme cases,

trauma. Children exposed to harmful content may also develop a distorted

worldview or negative attitudes on political matters, relationships or body

image.

Children may encounter this content through a range of ways:

Key risks -
Inappropriate
content




Safeguardmg
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Impacts -
Inappropriate
content




Practical
action and
resources -

Inappropriate
content —

0 c Safeguarding
Supervision Children

Monitor children’s online
activities and use parental
controls to block
iInappropriate content.

Education

Teach children critical
thinking skills to identify,
report and reject harmful

content.

For more information, we recommend you access the following resources:
Use Parental Controls to Keep Your Child Safe | NSPCC (Parents)
What parents need to know about inappropriate content? | Internet Matters (Parents)

Children and technology: Age-appropriate usage advice | NSPCC (Parents)

Inappropriate or explicit content | NSPCC (Parents, Carers and Professionals)

Dark Web Explained (Parents, Carers and Professionals)


https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.internetmatters.org/issues/inappropriate-content/learn-about-it/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/access-to-technology-for-different-ages/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/inappropriate-explicit-content/
https://www.ceopeducation.co.uk/professionals/resources/the-dark-web-explained/

Safeguarding
Children

Online predators use digital platforms to build trust and manipulate their victims, often aiming to exploit them
emotionally, sexually or financially. Perpetrators may also exploit children into illegal activity or seek to radicalise
them. As with cyberbullying, the perpetrator may be someone known to the child, a stranger or a person the child
has met online. It can sometimes be difficult for children to recognise that they have been a victim of grooming,
as the perpetrator uses trust to manipulate their victim, and they may feel that they have a close relationship with
their perpetrator. Online predators often operate on social media, gaming platforms and chat rooms popular with
children and may use direct messaging or comments to initiate contact.

Tactics of online grooming and exploitation can include:

False identity Exploitation Manipulation
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Predators may seek to groom or exploit a child for a range of purposes:

Sexual Criminal Radicalisation

Financial Self-harm or suicide Human trafficking




Safeguarding
Children

It can be challenging to identify when a child has been a victim of online grooming, especially where this has led to sexual
exploitation. It is unusual for children to disclose grooming to an adult due to feelings of shame, or because they may be
unaware they are being groomed or don’t want to get the groomer in trouble. Children may also be frightened of what the

groomer may do if they speak out. Signs that a child is being groomed include:

Having unexplained
gifts, big or small, or
more money than you
would expect them to
have.

Spending more time out
of the house or going
missing from home or

school.

Having a friendship or Seeming anxious,
relationship with a much depressed, upset or
older person. withdrawn.

Any child is at risk of being groomed, and it is important to remember that both boys and girls can be groomed. Some
children are at a higher risk, particularly those who are vulnerable. Children in care, with disabilities or those who are

neglected are particularly targeted. 17
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If you know or suspect that a child is being groomed online, you should take the following steps to
prevent further harm:

Talk to the child

Stay calm, ask open-ended
guestions and offer
reassurance.

Recognise the signs

Refer to slide 9 for more
information

Protect the child’s online
presence Follow up

Review privacy settings, Keep checking in with the
block and report the offender child to ensure they feel safe
set boundaries and monitor and supported.
the child’s online activities.




Safeguarding
Children

For more information, we recommend you access the following resources:

Grooming and online grooming | Childline (Parents and Carers)

Grooming: recognising the signs | NSPCC Learning (Professionals)

Grooming | Metropolitan Police (Parents, Carers and Professionals)

Grooming Signs | Types Of Grooming | National Fostering Agency (Parents, Carers and Professionals)



https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/online-grooming
https://www.met.police.uk/advice/advice-and-information/gr/grooming/
https://www.nfa.co.uk/news-and-blog/different-child-exploitation-grooming-models-how-to-spot-the-signs/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://takeitdown.ncmec.org/

Safeguardlng
Chlldren

With the widespread use of smartphones and social media, ‘sexting’ and ‘sextortion’ has been a growing concern for
children and young people, posing significant risks to emotional well-being, safety and privacy.

Young people may feel pressured by friends or romantic partners to send explicit content as a way of expressing trust or
affection. They may not fully understand the potential consequences or feel empowered to say no. It can occur between a
child and someone they know in real life, or a stranger online, sometimes posing as a peer to groom a victim for explicit
material. Fake profiles and anonymity on social media and messaging apps can make it easy for predators to manipulate
children, who may underestimate the permanence of digital content, or falsely assume that images and videos shared via
platforms like Snapchat, Instagram and WhatsApp disappear or remain private. Once explicit content is shared, it may be
used to blackmail children, threatening to expose them to family, friends or online communities.

20
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Emotional and
psychological impact,
including feelings of
guilt and shame,

depression, anxiety,
trauma and in
extreme cases,
suicidal thoughts.




To protect a child:

In the event of an incident of harm:

Ensure the child’s
safety — block the
perpetrator, secure
the child’s
accounts and
preserve evidence.

Provide emotional
support — stay
calm, listen without
judgement and
reassure the child .

Report the incident
— to authorities,
police and other

specialised
agencies, and
involve the school
If relevant.

Seek professional
help, connecting
the child to
counselling
services or
specialised
helplines.

Safeguarding
Children

Educate and
empower the child,
discussing
boundaries and
digital safety,
helping them to
rebuild confidence
and avoiding
blame.




Safeguarding
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For more information, we recommend you access the following resources:

Sexting | UK Safer Internet Centre (Parents and Carers)

So You Got Naked Online | SWGIL (Parents and Carers)

Sexting: sharing nudes and semi-nudes | NSPCC Learning (Professionals)

Overview of Sexting Guidance for teaching and non-teaching staff | UKCCIS (Professionals)
Sextortion | National Crime Agency (Parents, Carers and Professionals)

Sextortion | Metropolitan Police (Parents, Carers and Professionals)



https://saferinternet.org.uk/online-issue/sexting
https://swgfl.org.uk/resources/so-you-got-naked-online/
https://learning.nspcc.org.uk/online-safety/sexting-sharing-nudes-semi-nudes
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/647389/Overview_of_Sexting_Guidance.pdf
https://www.nationalcrimeagency.gov.uk/what-we-do/crime-threats/kidnap-and-extortion/sextortion
https://www.met.police.uk/advice/advice-and-information/sexual-offences/sextortion/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/report-remove/
https://takeitdown.ncmec.org/

. . Safeguardin
Personal data privacy is crucial for children in the digital age, as their online Children "glI‘
activity can expose them to significant risks if not managed properly.

Teaching children the value of safeguarding their personal information helps
protect their safety, wellbeing and future opportunities. It matters because:

Key risks -
Privacy and

data security - -




Practical
action and
resources -

Privacy and
data security

Safeguar
Children

For more information, we recommend you access the following resources:

Online privacy checklist for parents | UNICEF Parenting (Parents and Carers)

Digital safety and wellbeing kit | Children's Commissioner for England (Parents and Carers)

Protecting children's privacy online: Our Children's code strateqy | ICO (Parents, Carers and

Professionals)
Children and the UK GDPR | ICO (Parents, Carers and Professionals)

25
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https://www.unicef.org/parenting/child-care/online-privacy
https://www.childrenscommissioner.gov.uk/coronavirus/digital-safety-and-wellbeing-kit/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/childrens-code-guidance-and-resources/protecting-childrens-privacy-online-our-childrens-code-strategy/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/childrens-information/children-and-the-uk-gdpr/
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Children are increasingly becoming targets for phishing, malware and online fraud due to their lack of awareness to online
threats. They may unknowingly engage with these risks while playing games, browsing websites or using social media.

Phishing Malware Online fraud




Safeguarding
Children

Provide practical tools,
helping children to
create unique and

strong passwords for

Set rules for online
behaviour, including
limiting the sharing of

personal details,

accounts, enable two-
factor authentication
and teach them how to
report and block.

avoiding clicking
unknown links and
exercising caution with
free offers.

For more information, we recommend you access the following resources:

Fraud | How To Help Your Child Stay Safe Online | MoneySense (Parents and Carers)
Teaching your child about online scams and in-app purchases | MoneyHelper (Parents and Carers)
What are social media scams? - Advice and guidance | Internet Matters (Parents, Carers and Professionals)

27


https://natwest.mymoneysense.com/parents/articles/catching-fraud-before-it-catches-you/
https://www.moneyhelper.org.uk/en/family-and-care/talk-money/talk-learn-do/teaching-your-child-about-online-scams-and-in-app-purchases
https://www.internetmatters.org/resources/online-money-management-guide/social-media-scams-advice-guide-to-support-young-people/

Parents and carers — practical g:f;ggdijuﬂ
actions to safeguard your
children from online harm

Use parental controls — enable filters, monitor and supervise activity and ensure all devices and platforms have age-
appropriate settings.



Safeguarding
Children

Promote online safety education — incorporate topics like cyberbullying, digital citizenship, privacy and safe browsing into
lessons or workshops.

Foster a safe environment — encouraging open communication where children can discuss their experiences, addressing
incidents of cyberbullying and providing emotional and practical support.

Utilise professional tools — use online safety platforms and other educational resources to guide children and maintain
secure incident management systems for documenting and managing online safety concerns.

Prepare for incidents — familiarise yourself with systems to report online harm and safeguarding children, act
swiftly and provide professional support.




How can parents and carers collaborate with young people to keep
them safe online?

|deas from the Young
Scrutineers Talking to children and young people about online safety can be really challenging. We
(parents and carers) asked the Young Scrutineers for tips on how parents and carers could approach the topic
in a way that would be engaging, impactful and would build strong and trusting
relationships to promote safety.




How can professionals collaborate with young people to keep
them safe online?

ldeas from the

Young Scrutineers Talking to children and young people about online safety can be really challenging. We
(professionals) asked the Young Scrutineers for tips on how professionals could approach the topic in a
way that would be engaging, impactful and would build strong and trusting relationships to
promote safety.




Safeguarding
Children

The Young Scrutineers highlighted the importance of case studies, documentaries and
dramatization in transmitting messages around online safety to children and young people.

Here are some links to videos you can use to engage children and young people in online
safety messaging.

Safer Internet Day 2025: Teaching resources - BBC Teach

Watch online safety films created by younqg people - UK Safer Internet Centre

Staying safe online advice for parents | LiveSafe

32


https://www.bbc.co.uk/teach/articles/z6bbhbk#zx7wtcw
https://saferinternet.org.uk/blog/watch-online-safety-films-created-by-young-people
https://livesafe.org.uk/parents-and-carers/staying-safe-online/

It can also be helpful to direct children towards resources that they can
access themselves, or under supervision, to learn about how they can
stay safe online.

Here are some links you can follow for information aimed at children:

Resources for 3-11s - UK Safer Internet Centre

Resources for 11-19s - UK Safer Internet Centre

33


https://saferinternet.org.uk/guide-and-resource/young-people/resources-for-3-11s
https://saferinternet.org.uk/guide-and-resource/young-people/resources-for-11-19s

Safeguarding
Children

Organisation Resource Link

UK Government Guidance for parents and carers to keep children | Support for parents and carers to keep
safe online, including information key issues and children safe online - GOV.UK
further resources.

Department for Science, | Summary of the duties contained in the Online Online Safety Act: explainer - GOV.UK

Innovation and Safety Act 2023, a new set of laws which protect

Technology — UK children and adults online.

Government

UK Safer Internet Centre | Tips, advice, guides and resources to keep your Parents and Carers - UK Safer Internet
child safe online. Centre

Internet Matters Free, printable e-safety leaflets and resources to Online Safety Leaflets & resources - Internet
view and share on topics like age guides and key | Matters
issues.

Childnet/UK Safer Conversation starter ideas for parents and carers | Have a conversation | Childnet

Internet Centre to discuss online safety with children Having an open and honest conversation

about online safety — 5 questions for parents -
UK Safer Internet Centre

34


https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/government/publications/coronavirus-covid-19-keeping-children-safe-online/coronavirus-covid-19-support-for-parents-and-carers-to-keep-children-safe-online
https://www.gov.uk/government/publications/online-safety-act-explainer/online-safety-act-explainer
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://saferinternet.org.uk/guide-and-resource/parents-and-carers
https://www.internetmatters.org/resources/esafety-leaflets-resources/
https://www.internetmatters.org/resources/esafety-leaflets-resources/
https://www.childnet.com/parents-and-carers/have-a-conversation/#:~:text=Conversation%20starter%20ideas%201%20Ask%20your%20children%20to,4%20Encourage%20them%20to%20help.%20...%20More%20items
https://saferinternet.org.uk/blog/having-an-open-and-honest-conversation-about-online-safety-5-questions-for-parents
https://saferinternet.org.uk/blog/having-an-open-and-honest-conversation-about-online-safety-5-questions-for-parents
https://saferinternet.org.uk/blog/having-an-open-and-honest-conversation-about-online-safety-5-questions-for-parents

Organisation

Resource

Safeguarding
Children

Link

UK Council for Internet
Safety

Guidance for practitioners to safeguard children
from online risks in early years settings.

Safequarding children and protecting
professionals in early years settings: online
safety quidance for practitioners - GOV.UK

Internet Matters

Online safety leaflets and resources to be used in
the classroom.

Online Safety Leaflets & resources - Internet
Matters

NSPCC

Online safety training courses and resources.

Online safety resources and guides | NSPCC
Learning

UK Safer Internet Centre

Helpline to support professionals working with
children and young people with any online safety
issue they may be having.

Professionals Online Safety Helpline - UK
Safer Internet Centre

CEOP

Training, resources, films and animated series for
children of all ages to educate about online safety.

Online Safety Videos - eSafety Training

35


https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-guidance-for-practitioners
https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-guidance-for-practitioners
https://www.gov.uk/government/publications/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-considerations/safeguarding-children-and-protecting-professionals-in-early-years-settings-online-safety-guidance-for-practitioners
https://www.internetmatters.org/resources/esafety-leaflets-resources/
https://www.internetmatters.org/resources/esafety-leaflets-resources/
https://learning.nspcc.org.uk/research-resources/online-safety-resources
https://learning.nspcc.org.uk/research-resources/online-safety-resources
https://saferinternet.org.uk/professionals-online-safety-helpline
https://saferinternet.org.uk/professionals-online-safety-helpline
https://esafetytraining.org/resources/online-safety-videos/

Organisation

Purpose

Safeguarding
Children

Link

National Society for the
Prevention of Cruelty to
Children (NSPCC)

A charity working to prevent abuse and help children and
their families when abuse has happened.

National Society for the Prevention of Cruelty to
Children (NSPCCQC)
Helpline 0808 800 5000

Child Exploitation and Online
Protection (CEOP)

A law enforcement agency keeping children and young
people safe from sexual exploitation and abuse.

Child Exploitation and Online Protection (CEOP)

Childline

A free, private and confidential service where children can
talk to a trained counsellor about anything that’s troubling
them, any time of day.

Childline

Lucy Faithful Foundation

A UK-wide charity set up to tackle child sexual abuse.

Lucy Faithfull Foundation

Victim Support

A national charity dedicated to helping anyone affected by
crime — not just victims and witnesses, but friends, family
and anyone else caught up in the aftermath.

Victim Support

Get Safe Online

Provides advice on staying safe online.

Get Safe Online

Thinkuknow

An education programme keeping children and young
people safe by teaching about sexual abuse and sexual
exploitation.

Thinkuknow

36


https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/grooming/
https://www.nspcc.org.uk/what-is-child-abuse/types-of-abuse/grooming/
tel:08088005000
https://www.ceop.police.uk/safety-centre/
https://www.childline.org.uk/info-advice/bullying-abuse-safety/online-mobile-safety/online-grooming/
https://www.lucyfaithfull.org.uk/
https://www.victimsupport.org.uk/you-co/types-crime/sex-crimes/grooming/
https://www.getsafeonline.org/personal/article-category/safeguarding-children/
https://www.thinkuknow.co.uk/4_7/
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